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1. O01He noJ10KeHu s

Hacrosimee «IlonmoxkeHue o 3amuTe NepCOHANBHBIX JaHHBIX, 00padaTHIBAEMbIX B
uHpopmanmonHbix cucreMax MOVY-COHI Nel (mamee — IlomoskeHuwe) paspaboTaHo B
cootBercTBUU ¢ 3akoHoM Poccuiickoii ®enepanuu ot 27 wuronst 2006 roma Nel52-d3 «O
NEepCOHAIbHBIX JaHHbIX», [locTanoBnenuem llpaBurensctBa Poccuiickoir ®@enepaunn ot 01
HOs10pst 2012 roma Ne 1119 «O6 yrBepkaeHun TpeOOBaHMM K 3al[UTE MEPCOHAIBHBIX JaHHBIX
npu ux 00paboTke B MHPOPMAITMOHHBIX CHCTEMaX NePCOHANBHBIX JaHHbIX», [Ipukazom @CTIOK
Poccun or 18 d¢espans 2013 roma Ne 21 «OO6 yrBepxkaenun CocraBa W COAEp)KaHUA
OpPraHU3alMOHHBIX M TEXHUYECKHX Mep M0 00eCIeYeHNI0 0€30M1acCHOCTH MEPCOHAIBHBIX JAHHBIX
npu uXx o00paboTke B HMHOOPMAIMOHHBIX CHUCTEMax MEPCOHAIBHBIX JaHHBIX», HHBIX
HOpMaTUBHBIX U MeTtogudeckux AokymMmeHToB PCTIK Poccunm m ®Cbh Poccum, [Ipukazom
OCTIK Poccum or 11 despans 2013 r. Nel7 «O6 yrBepxkaenuu TpeOGoBaHuii o 3ammre
uHpOpPMaILNH, HE COCTABIISIONICH rOCYyIapCTBEHHYIO TaliHy, COJEpIKAIIEHCs B TOCYIapCTBEHHBIX

MH(OPMALIMOHHBIX CUCTEMAX ).

[Tonoxenue pazpaboraHo B Lendx obOecrieyeHHsi 0€30MaCHOCTH MEPCOHAIBHBIX
nanabiX (manee — II/IH) mpu mx oOpaboTke B wHpopManmuoHHBIX cucreMax MOVY-COIII
Nel(nmanee — UCIIdn).

[Tonoxxenue ompenenser mnopsinok pabotel mnepconana WCII[n B yacTu
obecnieuenus 6e3omacHocTH [1/]H pu ux 006paboTKe, MOPSAAOK NCIOIB30BAHUS CPEACTB 3AITUTHI
uHopmaiuu, pa3paboTKy W TPUHATHE MEp MO MPETOTBPAIICHUIO BO3MOXHBIX OMACHBIX
MOCJEACTBUM TakMX HAPYLIEHUW, TMOPSALOK IPUOCTAHOBKHU mnpenocrasieHus [IJ[H B ciyuae
0OHapy>XeHHS HapYyIICHUH TIpH UX 00paboTKe, MOPsIIOK 0OOYUEeHHS TIepCOHAalIa MPAKTUKE padOThI
B HCIIlH, mopsiioK KOHTPOJIE COOJIOIEHUS YCIOBUW WCIIOJNIB30BAHUS CPEJACTB 3allUThI
uH(pOpMaIIiU, TPETyCMOTPEHHBIE IKCIUTYaTAlIMOHHOW M TEXHUYECKOW TOKYMEHTAIueH, mpaBuia
OOHOBJIEHHSI OOIIECUCTEMHOTO M MPHUKJIAJHOTO MPOTrPpaMMHOIO OOECHedeHus, IMpaBuia
OpraHu3aIlMy aHTHUBUPYCHOM 3amuThl U maposbHOM 3anmuthl UCIIIH, mopsgok oxpaHbl U

A0ITYCKa MOCTOPOHHUX JIMI] B 3allIUIACMBbIC IIOMCIICHU .

2. Tlopsinoxk mpenocTaBieHus AoNMycka noJib3oBareseil k padore B UCII/In

Hacrosimuit mopsinok omnpenensier neictBust nepconana UCII/In B yactu obecrieueHus

6e3onacuoctu [1/1a mpu ux o6padotke B UCIT/IH.



[Tonw3oBarenssmu UCII[H sBAstoTcs pabOTHUKU JIe4eOHO-TIPO(HIIAKTHIECKOTO

yupexaeHuit (nanee - PaboTHuKH).

[TepBoHavabHBIN AOIMYCK Mob30BaTeneil k padore B MCII/IH ocymecTBisercs Ha
OCHOBaHUU TpHUKa3a, KOTOPBIA H3JaeTca pykoBoautTeneMm (manee - PykoBoautens). B mpukasze

OTIpeICIIAETCS CITMCOK paOOTHUKOB, TONYyIICHHBIX K padore B UCIT/IH.

C wmenpto  oOecrieyeHMsT ~ OTBETCTBEHHOCTHM 33  BEJIEHHE, HOPMAJIbHOE
(YHKIMOHUPOBAHUE U KOHTPOJIb DPAOOTHI CPEACTB 3alIMThl HMH(OPMALMM U BBIIOJHEHUS
HEOOXOAUMBIX Mepomnpusatuii 1o obecneuenuto OezomacHoctn B MCII[IH Ha3HauaeTcs

aMHUHHUCTPATOP UHPOPMALIMOHHOM 0€30MacHOCTH.

C nenpio coOMIOACHUS MPUHIUIA TEPCOHAIBHON OTBETCTBEHHOCTH 3a CBOU
JNEHCTBUS KaxJaoMy paboTHUKY, nomymieHHoMy Kk pabore B MCII[H, m0mKHO OBITH
COTIOCTABJICHO MEPCOHAIBHOE YHUKAIbHOE UM (y4eTHas 3allkCh IMOJIb30BATENs), MO KOTOPHIM

OH OyJeT peructpupoBathcs u padorats B UCIT/IH.

Hcnonp3oBaHue HeckonbkuMu padboTHukamu npu padore B UCIIJIH omgHOro u

TOr'0 K€ UMCHHU I10JIb30BATCIIA 3anpeuieHo.

B nanbHeiimieM, mpouenypa perucrpanMu  (CO34aHMsS  YYETHOW  3alMcH)
I10JIb30BATENS U MPEAOCTaBICHUs eMy (WM U3MEHEHUs ero) mnpas jpocryna k pecypcam UCIIx

HHULIUHUPYCTCA 3asBKOM.

B 3asBke YKa3bIBaCTCA:

- coiepKaHMe 3alpalliBaeMbIX H3MEHEHUH (perucTpaids HOBOTO IOJIb30BATEINs
UCIIn, ynanenue y4yeTHOM 3alliCH MOJIb30BATENs, PACIIUPEHUE WU CYKEHHE MOJTHOMOUYUN U

npaB nocryna k pecypcam UCII/Ix panee 3aperucTpupoBaHHOTO MOJIB30BATENS);

- JOJIZKHOCTD (C INOJIHBIM HaMMCHOBAHHECM OT,Z[CJIS.), (l)aMI/IJ'II/ISI, UM H OTYCCTBO

paboTHHKa,
- UMJ TI0JIb30BaTeNs (YUeTHOM 3auCH) JaHHOTO pabOTHHKA,

- IOJITHOMOYHS, KOTOPHIX HEOOXOAWMO JIMIIUTH T[OJNB30BaTeNsl WM  KOTOpBIE
HEO0OXO0aUMO J00aBUTH MOJIb30BATENIO (ITyTeM YKa3aHHUsS pellaeMbIX MOJb30BaTelieM 3a7ad B
UCTI/In).

3asgBKy pacCMaTpUBaeT W BU3UPYET PYKOBOJAWTENb, YTBEPXKAAs TEM CaMbIM
MIPOU3BOJICTBEHHYIO HEOOXOAUMOCTH JI0MycKa (M3MEHEHHsI TIpaB JOCTYIa) JaHHOTO PabOTHHKA K
HEOOXOIUMBIM ISl PEUICHUS UM yKa3aHHBIX B 3asBke 3amau pecypcam MCIIH. 3aTem 3asBka
nepemaercss aaMuHuUcTpaTtopy uHpopManuonHow OezomacHoctn MCII[In nmnms  BHeceHus

HEOOXOJIMMBIX H3MEHEHUI B CIIUCKH nonb3oBateneit UCIT/Ix.



Ha ocHoBanuu 3asBKu aqMUHHUCTpaTOp HHPOopManronHon 6ezonacunoctu UCTIIn
MPOU3BOIUT HEOOXOMUMBIC OIEpaluy M0 CO3AaHHI0 (yOAJICHHUI0) YYETHOW  3alucu
MOJIb30BATENsl, MPUCBOCHUIO €My HauyajlbHOrO 3HAYEHUS MApois, a TaKXkKe PErucTpaiuio

MEPCOHATIBHOI'O I/I,I[GHTI/I(l)I/IKaTOpa U Ipyruc HCO6XOI[I/IMBIG HeﬁCTBHH, YKa3aHHBIC B 3as1BKC.

Ilocne BHeceHHMs U3MEHEHMM B CIMCKM II0Jb30BaTeled  aJIMHHHUCTPATOP
MHPOPMALIMOHHOM  0€30IIaCHOCTH  JOJDKEH O00eCHeuuTb HACTPOWKM CPEACTB  3allUThI

COOTBETCTBYIOIIHE TpeOoBaHUsAM Oe3omacHocTr ykazanHou MCII/IH.

PabGoTHuky, 3aperucTpupoBaHHOMY B KauecTBe HoBoro mnosib3zoBatens WCII/H,
CO00IIIaeTCcsl UMS COOTBETCTBYIOILIETO €My IOJIB30BaTENsl M MOXKET BbIAABATHCS MEPCOHAIbHBIN
uneHTudukaTop (st paboThl B PSKUME YCHICHHOW ayTeHTH(HKAIUKA) U HaYaJbHOE 3HAUYCHHE

apoJisi, KOTOPOe OH 00s3aH CMEHUTH IPHU TIEPBOM K€ BXOJIC B CUCTEMY.

HcnonnenHas 3ajBKa  XpaHUTCA Yy aJIMHUHHUCTPATOpA I/IH(bOpMaI_[I/IOHHOI‘/‘I

6e3onacHoctu UCII/IH.

Ona MoxKeT BIIOCJICACTBUH HCIIOJIB30BAaThCA:

- 1 BOCCTAaHOBJICHHA IIOJTHOMOYHMM IIOJB30BaTElCH IIOCI€ BO3HHKHOBCHHUS

BHECIITATHBIX CHTyaHHﬁ;

- IJI1 KOHTPOJIA NPaBOMEPHOCTHU HAJIMYUSA Y KOHKPCTHOI'O ITOJB30BATECIA IIpaB AOCTYIIa

K TeM win uHbIM pecypcam UCIIIu npu pa3dope KOHDIUKTHBIX CUTYaIni;

- IS IIPOBEPKU COTPYAHUKAMM KOHTPOJIMPYIOIIUX OPraHOB IIPABUIIBHOCTH HACTPONKH

CPEICTB pa3rpaHuueHus gocrymna k pecypcam UCIIH.

3. Ilopsinok padorsl moab3oBarteieit UCII/IH B yacTu odecnevyeHust
oe3zonacHoctu I1/In npu ux oopadorke B UCIIAn

Ilonp30BaTens HUMeEET npaBoO B OTBCACHHOC €MY BpPCMs pPCIIATh ITOCTABJICHHBIC

3a/1a4l B COOTBETCTBUHU C MOJTHOMOYMSIMU JocTyna K pecypcam MCIIH.

Ilonp30BaTens, HECET OTBETCTBEHHOCTH 3a MNPaBHUJIBHOCTL  BKIIIOYCHHUA H
BBIKJIFOUCHU CPCIICTB BBIYHCIIMTEILHON TEXHUKHU (CBT), BXOJa B CUCTEMY U BCC JIeNCTBUSA npu

pabote B UCIIH.

[Tepen magamom pabotel B MCII/IH, paboTHuku, nomymeHnHsle kK padore ¢ I1/1H,

IMPUHUMAIOT IO POCIIUCH 00513aTEILCTBO O HEpa3rilallicHUN NNCPCOHAJIbHBIX JaHHBIX.

BXOI[ IMMOJIB30BATCIIA B CUCTEMY OOJDKCH OCYHICCTBIIATHCSA IO BbIJIABAEMOMY C€MY

AIIEKTPOHHOMY UJEHTU(PHUKATOPY U MO MEPCOHATLHOMY MapoJIto.



3anuce wHbOpManuu, comepxkamei I1JIH, JOMKHA OCYIIECTBIATHCS TOJHKO Ha
MalllMHHBIE HOCUTENTH MH(OpMAIK, COOTBETCTBYIOIIMM 00pa3oM yuTeHHbIe B JKypHaie yuera
3aluIIaeMbix Hocutesne nadopmanuu. OTBETCTBEHHBIM 3a BeneHue JKypHana ydera siBIsieTcs

aJMHUHHUCTPATOP UHPOPMALIMOHHOM 0€30MacHOCTH.

[Tpu paboTre co CheMHBIMH MAIIMHHBIMU HOCUTEIISIMA WH()OPMAILIUU MOJIL30BATENb
KOKIBIA pa3 mepel HadaloM paboThl 00s3aH MPOBEPUTH HMX Ha OTCYTCTBHE BHPYCOB C
UCIIOJIb30BAaHUEM INTATHBIX AHTHUBUPYCHBIX IPOrPaMM, YCTAaHOBJIEHHBIX Ha KOMIIBIOTEpax
HCTI[Ju. B cmydae oOHapy>KeHUsI BUPYCOB MOJIh30BATENb 005S3aH HEMEUICHHO MPEKPATUTh UX

HCIIOJIBb30BaHHUEC U ﬂCﬁCTBOBaTB B COOTBETCTBHUHU C Tpe6OBaHI/I$IMI/I JaHHOI'O HOJ’IO)KCHI/IH;

Kaxnpiii  paOOTHHMK, y4YyacTBYIOIIMM B paMKax CBOMX (YHKIMOHAJIbHBIX
00s13aHHOCTEH B TIpoIleccax aBTOMATH3WPOBaHHOW 00paboTku [IJ[H m uMeromwmii moctym K
anmapaTHbIM = CpeACTBaM, IMporpaMMHoMy obOecriedenuto u jganHeiM  MCIIIH, Hecer

MEPCOHATIBHYIO OTBECTCTBCHHOCTDL 34 CBOU ,HeﬁCTBHH U 0053aH.

— CTporo CO6J'IIOI[aTB YCTAHOBJICHHBIC IIpaBUJId obecneyenns 0e€30MacHOCTH I/IH(i)OpMaI_[I/II/I

pu paboTe ¢ MPOorpaMMHBIMU U TexHuueckumu cpenctsamu UCI/IH;

— 3HAaTb W CTPOI'O BLIIIOJJHATH IIPpaBHIIA pa6OTLI CO CpCACTBaMU 3alIUTHI HH(bOpMaL[I/II/I,

ycTaHOBJIEHHbIMU Ha KoMnbroTepax MCII/IH;

— XpaHUTH B TaifHe CBOI mapoub (mapoinu). B coorBercTBuu ¢ m. 7.5. gannoro IlonoxeHus

U C YCTAaHOBJIEHHOW MEPHUOJNYHOCTHIO MEHSITH CBOM MapoJib (MApOIH);

— XpaHHUTb YCTaAHOBJICHHBIM MOopAAKOM CBOC WHAWBUIYAJIBHOC YCTpOP'ICTBO

I/II[GHTI/I(I)I/IKaI_II/II/I (KJ'IIO‘I) M IpYrue pEKBU3UThI B HCAOCTYITHOM IJIsI IOCTOPOHHUX MECTE,

— BBIIIOJIHATD Tpe6OBaHI/IH ITonoxenus mo OopraHu3anun aHTHBHpYCHOﬁ 3alllUThI B ITOJTHOM

o0BeMe.

HememyienHo u3BECTUTH aJMUHUCTpATOpa MH(MOPMAIIMOHHOW 0€30IacHOCTH B Cilydae
yTepu WHAUBHAYAIBHOTO YCTpPOHCTBAa wHAGHTU(UKaMKU (KI04Ya) WM TPU  TOJ03PEHUU

KOMITPOMETAIIUN JIMYHBIX KJII04Yen u naponeﬁ, a TaKKe Mpu 06Hapy>KeHI/II/IZ

— (axToB coOBepIIEHHs TMOMNBITOK HECaHKIMOHUpOBaHHOro nocrtyna (namnee - HCJ) x
NCIH;

— HECAaHKIMOHUPOBAHHBIX M3MEHEHMH B KOH(UIYpallMu MPOTpaMMHBIX WM amlapaTHBIX
cpenctB UCII/Ix;

— OTKJIOHEHHMH B HOPMaJIbHOM pabOTe CUCTEMHBIX M MPHUKJIAIHBIX MPOTPAMMHBIX CPE/ICTB,
3aTpyaHsaomux dkciuryatanuio CBT, BeIxoma u3  cTpod WIM  HEYCTOWYMBOIO
¢ynkunonupoBanus y3nos CBT unu nepudepuiiHbIx ycTpoicTB (CkaHepa, MPUHTEPA U

T.l'[.), a TaKXEC nepe6oeB B CUCTCEMC BHCKTpOCHa6)KeHI/I}I;



— HCKOPPCKTHOI'O (I)YHKL[I/IOHI/IpOBaHI/ISI YCTAHOBJICHHBIX Ha KOMIIBIOTCPbI TCXHHUYCCKUX

CPEACTB 3aLUTHI;
— HENpPeTyCMOTPEHHBIX OTBOJOB Ka0Oesei U MOJKIFOUEHHBIX YCTPOUCTB.
[Tonb30BaTeN0 KATETOPUUECKU 3Anpeusaemc.

- UCIIOJIb30BAaTh KOMIIOHCHTBI IPOrpaMMHOI'0 M almapaTHoro obecneyenns [IDBM B

HGCJ'Iy}Ke6HBIX OeJIaX;

- CAMOBOJILHO BHOCHUTH KakKHe-TMOO M3MEHEHHs B KOHQUTypalMio amnmapaTrHo-
nporpammubix cpeacts MCII/In unm ycraHaBnuBaTh JOMOJIHUTEIBHO JIIOObIE TPOrpaMMHBIE U
anmapatHble CpelICTBa, HE IMPEAYCMOTPEHHBbIE apXUBOM TUCTPUOYTUBOB YCTAHOBJIEHHOIO

MporpaMmMHOIo O6CCHC‘ICHHH;

- ocyIecTBIATh 00paboTky II/lH B HPUCYTCTBUM NOCTOPOHHMX (HE [OMYILEHHBIX K

JIaHHOHM MH(GOPMAITIH) JIUIL;
- 3aIUCBIBaTh M XpaHUTh [1/[H Ha HEYYTCHHBIX MAITMHHBIX HOCUTEISIX HHPOPMAIINY;

- OCTaBJIATh BKJIIOYEHHBIM 0O€3 MNpUCMOTpa KOMIIBKOTCP, HC AKTUBU3HUPOBAB CPCACTBA

3anuThl 0T HCJI (BpeMeHHyr0 OJOKUPOBKY 9KpaHa U KJIaBUATYPhI);

- OCTaBJIATH 0€3 JIMYHOIO MPUCMOTpa Ha paboyeM MeCTe WIH TJe Obl TO HH OBLIO CBOE
MEPCOHAIBHOE YCTPOMCTBO UICHTHU(UKAIIMU, MAIIIMHHBIE HOCUTEIN U PacleyaTKu, COAepKalue
I11H;

- YMBIIIJICHHO  HUCIIOJIb30BAaTb  HCAOKYMCHTUPOBAHHBLIC CBOMCTBA MW OIIHMOKH B
MporpaMMHOM oOeclieyeHny HIIM B HaCTpOﬁKaX CpCACTB 3alllUThl, KOTOPBIC MOI'YT IIPUBECTU K

HapylIeHuto koHpuaenmansuoctu [1/1H;

- pa3menaTth cpejncTBa oToOpakeHUs MHPOpMaluu (MOHUTOp, HPUHTEP U T.II.) TAaKUM
o0pa3oM, YyTOOBI C HHUX CYLIECTBOBAJa BO3MOXHOCTb BHM3YaJIbHOTO CUMTBHIBAHUS HMH(POpPMALUU

NOCTOPOHHUMH JIMLIAMHU.
AnmuHUCTpaTOp MHGOPMAITMOHHON 0€3011acHOCTH 00s3aH:

— 3HATh COCTaB OCHOBHBIX M BCIIOMOTATEBHBIX TEXHUYECKHX CHCTEM M CPEJICTB (nmajee -
OTCC wu BTCC) vycranoBnennbix # cMmoHTUpoBaHHbIX B MCII/[IH, mnepedeHb

HCIIOIB3yeMOTro porpaMmHoro odecrnedeHus (panee - [10) 8 UCT1/IH;

— KOHTPOJIMPOBATH LIEJOCTHOCTH MeyaTeil (M1oM0, 3allMTHRIX HAKJIeeK) Ha nepudepuitHom

o0opynoBanuuy, 3amuieHHsix CBT u npyrux ycrpoiictax;

— TMpPOU3BOAUTH HEOOXOJUMbIE HACTPOMKM  TOJCHUCTEMBI  YNPaBICHHUS  JOCTYIIOM
yctanoBieHHbIX B ICII/In C3U ot HC/I 1 conpoBokaaTh UX B MPOLECCE IKCILTyaTaluH,

P 3TOM:



pealn30BbIBaTh MMOJHOMOYHUS AOCTYINA (YTEHHE, 3alKCh) IS KaKJIOro I0JIb30BaTENs K
3JIEMEHTaM 3alllMIaeMbIX WH(GOPMAIMOHHBIX pecypcoB (¢aiinam, Karajgoram, IpUHTEPY

U T.J.);

BBOAUTH onucanusi mnons3oBareneit WMCII[An B wuHpopManuoHHyl0 0a3y CHCTEMBI

pasrpanudenus gocryna B UCII/H;

CBOEBPEMEHHO yIaJISATh OMUCaHUs MMojb30Barenet u3 6as3nl nanubix C3U npu usmenenuu

CIIMCKa JIONYIIEHHBIX K Pa0OTe JIUII,

OPOBOJIUTh HMHCTpYKTaxX monb3oBareneid MCIIJJlH mo mpaBuimam  paboThl €

HCIOJIb3YCMBIMH TCXHUYCCKUMHA CPCACTBAMU U CUCTCMAMU 3allIUTHL I/IH(I)OpMaI_[I/II/I;

KOHTPOJHUPOBATL CBOCBPECMCHHOC  INPOBCACHUC CMCHBI HapOHeﬁ e Jocryna

110JIb30BarTesel kK komnbtoTepaM U pecypcam MCII/H;

oOecrieunBaTh MOCTOSHHBIM KOHTPOJIb BBIITOJIHCHUA IMOJIB30BATCIIAMHU YCTAHOBJICHHOT'O

KOMIUICKCa MEpOTpUATHH 0 obecnieueHnto 6e3onacHoctu nadopmaruu B UCIIH;

OCYHWICCTBATL KOHTPOJIb IIOPpsAJKa CO3AaHHsdA, Y4€Ta, XpPaHCHUA W HCIOJIb30BaHUSA

PE3CPBHBIX U APXUBHBIX KON MacCHBOB JaHHBIX,

HacTpauBaTb MW COINPOBOXAATb IOACHUCTCMbLI PErucTpaivi W  y4deTa I[CﬁCTBHfI

nosb3oBareseit npu padore B UCIdH;

OpPraHW30BBIBATh TIeyaTh (AiiJIOB IMOJIb30BATeNe Ha MPUHTEPE U OCYHIECTBISTH
KOHTpPOJIb COOJIIOICHHS YCTaHOBJIEHHBIX IpaBWJI U MapaMEeTpOB pEerucTpaluu M ydyera

OyMa)KHBIX HOCHTEJICH HHPOPMAaLINK;

nepuoanuecku tectupoBath QyHkiuu C3U or HCJ] ¢ ucnons3oBaHWEeM CIeUATbHBIX
CPEIICTB aHaju3a 3alIUIEHHOCTH, OCOOCHHO NPHU W3MEHEHUHU MPOTPAMMHOU CPEIbl U

TTOTHOMOYHH HUCITOTHUTEIIEH;

BOCCTaHABIIMBATh MIPOTPAMMHYIO Cpely, IPOrpaMMHBIe cpencTBa U HacTpoiiku C3U npu

c00sX;

BecTH JABe komuu mnporpamMMmHbix cpeactB C3U or HCJl um koHTponupoBaTh HX

paboTOCIIOCOOHOCTH;

NepPUOANYECKH OOHOBJIATH AHTUBHUPYCHBIE cpelcTBa (0a3bl JAAHHBIX), KOHTPOJIUPOBATH
cOONIOZICHUE TIOJIb30BATEISIMU TOPSIIOK W TIpaBWia TMPOBEACHHUS AHTHUBHUPYCHOTO

TECTUPOBAHUS,

MPOBOANTH PabOTy MO BBHISBICHUIO BO3MOMKHBIX KaHAJlOB BMEIIATENbCTBA B IMPOLIECC
¢yukuonupoBanust MCIIJIH u ocyiecTBieHHs] HECAaHKIIMOHHUPOBAHHOTO JOCTyMa K

I/IH(:I)OpMaI_[I/II/I U TCXHUYCCKUM CpEACTBaAM BEIUHCIIUTETbHOMN TCXHUKU,

obecreunBaTh CTPOTOE BBIMOTHEHHUE TPEOOBaHUN MO oOOecredeHno Oe30mMacHOCTH

nH(pOopMaluy IpH opraHu3anuu Texuudeckoro oocmyxkuBanus UCII/IH u otripaBke ero B



PEMOHT (KOHTpOHHpOBaTL 3aTUpaHUC TICPCOHAJIBHBIX  OAHHBIX Ha  HOCHUTCIIAX

uH(pOpMaIIHN);

— TMpHUCYTCTBOBAaTh (Yy4acTBOBAaTh) B pPabOTaXx IO BHECEHUIO WM3MEHEHHH B ammaparHo-

nporpamMmuyto koHpurypanuio UCIIx;

— Bectu gokymeHTtauuio Ha MCII/IH B cooTBeTCTBUM € TpeOOBaHUSMU HOPMAaTHUBHBIX

JIOKYMEHTOB.

4. Tlopsiiok pe3epBMPOBAHUS H BOCCTAHOBJIEHUS] pa00TOCIIOCOOHOCTH
TEXHUYECKHX CPeACTB, IPOrPaMMHOI0 o0ecrneyeHus1, 0a3 JaHHBIX,
3amuIaeMo HHGOPMALMH U CPEICTB 3alUTHI HHPOPMAUUHT

Hacrosmuit  mopsaok — ompenenser  OpraHM3aluil0  pe3epBUPOBAHUS U
BOCCTaHOBJIEHUSI paOOTOCIIOCOOHOCTH TEXHUUECKUX CPEJICTB U IPOrpaMMHOr0 obecrieueHus, 6a3

JaHHBIX U CPCACTB 3alIUThI HHq)OpMaHHH.

K ucnonws3zoBanuto mns cozpanust pedepBHbIx konuu B MCIIJIH, nomyckarorcs

TOJIBKO 3apCTrUCTPUPOBAHHLIC B }KypHane yu€Ta HOCUTCIIN.

AnmuHUCTpaTop WHMOPMAIMOHHONW OE30MacCHOCTH  00s3aH  OCYIICCTBISTH

NEpUOANYICCKOC PE3CPBHOC KOMMUPOBAHUEC IIEPCOHATIBHBIX JaHHBIX.

Hocurenu undopmaium, npegHasHaueHHbIE JUIsI CO3AAHUS PE3EpPBHON KOMHUU U
XPaHEHUsl MEPCOHANBHBIX JIAHHBIX, BBIJAIOTCS YCTAaHOBJICHHBIM MOPSAKOM aIMHUHHCTPATOPOM
nH(popMalMOHHON Oe3omacHOCTH. [l0 OKOHUAaHUM TPOIEAYPbl PE3EPBHOIO KOIMMPOBAHUS
SJIEKTPOHHBIE HOCUTENIM CAAIOTCA HA XpaHEHHe aJMHUHHMCTPAToOpy HH(POPMALMOHHOM

0€30I1aCHOCTH.

[Ipu BoccTaHOBIEHNH pabOTOCIIOCOOHOCTH MPOTPAMMHOT0 00eCIieueHrs CHavasa
OCYIIECTBIISIETCS PE3epBHOE KOMUPOBAaHUE 3allUIaeMoil MH(OpMaIMH, 3aTeM MPOU3BOIUTCS

MOJIHAS AEMHCTAIALMS HEKOPPEKTHO pabOTAIOLIEr0 MPOrpaMMHOI0 00eCIIeUeHHUS.

BoccraHoBnenue mporpaMMHOro OO€CHedeHHsl MPOU3BOAUTCA IYTEM €ro
UHCTAUIAMM €  WCHOJBb30BAHMEM  OSTAJIOHHBIX  JUCTPUOYTHBOB, XpaHEHHE KOTOPBIX
OCYILLECTBIISICTCSl  aMHUHHUCTPATOPOM HH(POPMALMOHHON O0O€30IacCHOCTH B  CIEHUAIBHOM

XPaHWIHIIIE.

[Tpu pabote Ha kommnbrotepax UCII/H pekoMeHayeTCss HCIOIB30BaTh HCTOYHUKH
OecriepeOONHOr0 MUTAHMS, C LENbI0 MPEIOTBPALICHUS MOBPEKICHUS TEXHUYECKUX CPEICTB

u(unn) 3ammiaeMoi nHGopMaluu B pe3yibTaTe cOOEB B CETH 3JIEKTPOITUTAHUS.



[Ipu BoccTaHOBJIEHHH pPabOTOCIIOCOOHOCTH CPEICTB 3allMThl HH(OpMaIUu
ClieflyeT BBIIOJHUTh WX HACTPOHKY B COOTBETCTBMHM C TpeOOBaHUSAMH O€30MacHOCTH
UHPOpPMAIINY, HW3JIOKEHHBIMH B TEXHUYECKOM 3aJaHMM Ha CO3JaHUE CHCTEMbI 3allUThI

NEPCOHATIPHBIX TaHHBIX.

BoccranoBnenue  cpeAcTB  3amuThl  MHQOpPMANMHM  MPOU3BOIUTCS  C
UCIIOJIb30BAaHUEM JTAJIOHHBIX CEePTHU(PHUIMPOBAHHBIX JAUCTPUOYTHBOB, KOTOpbBIE XpaHITCS Yy
aaMHUHHCTpaTopa HH(popmanuoHHONW Oe3omacHocT. Ilocnme ycmemHoN HacTpOWKH CpencTB
3amuUThl HHQOpPMAIMK HEOOXOJUMO BBHIMOJIHHUTH PE3EPBHOE KOMMPOBAHWE HACTPOCK JIaHHBIX

CPEICTB C MOMOIIBI0 BCTPOCHHBIX B HUX (DYHKIIMN HA 3apETUCTPUPOBAHHBINA HOCUTEINb.

OTBETCTBEHHOCTh 3a HPOBEJCHUE PE3EPBHOTO KOIUPOBAHUS, MEPOIPUATHH IO
BOCCTAHOBJIEHHIO  PabOTOCIIOCOOHOCTH  TEXHUYECKUX  CPEJICTB,  MEPOIpHUSATHH 1O
BOCCTAHOBJICHUIO ~ CPEJACTB  3allUThl HMH(POpPMAIMM  BO3JAraercs Ha  aJIMHHUCTpaTopa

uHpopmanmonHou 6e3onacaoctu UCTI/IH.

5. Ilopsinok o0yuenusi mepconasa npaktuke pa6orsl B UCII/IH B yactu
o0ecriedyeHUs1 0€30MACHOCTH MEPCOHATBHBIX TaHHBIX

[epen magamom padotsl B UCII/IH moip30BaTeny TOKHBI TPOHUTH HHCTPYKTAXK TI0
o0ecrieyeHHI0 0€30IIaCHOCTU IEPCOHANBHBIX JaHHBIX npu pabdore ¢ Humu B WCIIH, mox

POCIIHCB;

[Tonp30BaTeny AOIKHBI IPOAEMOHCTPUPOBATH aIMUHUCTPATOPY UH(POPMALIMOHHON
0€30MaCHOCTH HAJIMYMe HEOOXOMUMBIX 3HAHUM M YMEHMH AJs BBINOJIHEHUS TpeOOBaHUIl MO

o0ecreyeHnIo 6e30MacHOCTH MEPCOHATIBHBIX JaHHBIX MpH padote ¢ HuMu B UCII/IH;

OTBETCTBEHHEIM 3a OpraHu3anuio O6y‘ICHI/I$I N OKa3aHHC MGTOI[PI‘-ICCKOfI IIOMOIIIH B

ynpaBJ’IeHI/II/I ABJICTCA AAMHUHUCTPATOPD PIH(I)OpM&LIHOHHOfI 0e30IMacHOCTH.

6. IlpaBWjia AHTUBHPYCHOI 321U THI

Hacrosimue mnpaBwiia omnpenenstoT TpeOoBaHHMS K OpraHU3allMM 3alUThl 00BEKTa
UCTI[Jn oT pa3pyliaroomero BO3JEHCTBUS BPEIOHOCHOIO IMPOTPaMMHOIO oOOecreyeHus,
KOMITBIOTCPHBIX BHUPYCOB M YCTAHABJIMBACT OTBETCTBCHHOCTDH pYKOBO)IHTeHeﬁ u pa6OTHI/IKOB,

9KCIUTYAaTUPYIOIIUX U COTPOBOKAAOIINX KOMITBIOTCPHI B COCTABEC I/ICHI[H, 3a UX BBITIOJITHCHHC.

K wmcrnonep3oBannio Ha KOMITIBIOTEPAX MAOOMYCKAKOTCA TOJIBKO JIMIICH3HNOHHBIC

AHTUBUPYCHBIE CPECTBA, Mpoleare cepTudukannio no rpedosanusam 6ezonacHoctu DCTOK
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Poccun.

VYcraHoBKa M HavyalbHasg HACTPOMKa CpEJICTB AHTUBUPYCHOI'O KOHTPOJIS Ha
KOMIIbIOTEpAX OCYIIECTBISETCS aIMHUHMCTPATOPOM HH(POPMALMOHHON 0e30MmacHOCTH, JHO0 C

npuBJiedeHEM opranuzanui — gureH3natoB @CTIK Poccun.

AnMuHUCTpaTop nH(POPMATMOHHOM Oe3onacHoCcTH OCYILIECTBIISET

MNEPUOANICCKOC OOHOBJIEHUE AHTHUBUPYCHBIX CPEACTB U KOHTPOJIb UX pa6OTOCHOCO6HOCTI/I.

SApneik  (ccbuiKa) AN 3alycKa AQHTHUBUPYCHOM MPOTpPaMMbl JOJDKEH OBITh

JOCTYTIEH BCEM OJIb30BATEISIM HH(OPMAIIMOHHON CUCTEMBI.

EsxenenenbHO B Havyase pabOThI, TIOCIIE 3arpy3KH KOMITBIOTEpPa B aBTOMAaTHIECKOM
PEeKUME JIOJDKEH IPOBOUTHCS aHTUBUPYCHBIH KOHTPOJIb BCEX JUCKOB U (DAlIOB KOMIIBIOTEPOB.
O0s13aTeIPHOMY aHTHBUPYCHOMY KOHTPOJTIO TIOJIJICKHUT JIt00ast nH(OpManus (TEKCTOBbIC (aiiiibl
moObIX (GopMmaroB, ¢Galabl TaHHBIX, HCIOJHSAEMBbIC Qainbl), HWHGOpPMAIUsA Ha ChEMHBIX
HOCHUTEIISIX (MarHUTHBIX THUCKaX, JieHTax, CD-ROM wu T.11.). KoHTposb ucxosmieit nudopmaruu
HEO0OXOIUMO MPOBOJUTH HEIIOCPEICTBECHHO MEPe]l apXUBUPOBAHUEM U OTIPABKOW (3aIMChI0 Ha

CHEMHBIN HOCUTEb).

CDafIJ'ILI, IIoMeacMbIC B BHCKTpOHHLIﬁ APXMB Ha MAarHUTHBIX HOCUTCIIAX, HOJI’KHBI

B 0053aTE€IbHOM IOPSIIKE IPOXOAUTh aHTUBUPYCHBIN KOHTPOJIb.

VYcranaBiauBaeMoe (M3MEHSEMOE) IPOrpaMMHOE OOecledeHue MAO0KHO ObITh
IpeBapUTEIbHO IPOBEPEHO HAa OTCYTCTBHE BUpPYCOB. HermocpencTBeHHO mociie YCTaHOBKHU
(U3MEHEeHMs) MPOrpaMMHOI0 OOecTieueHus] KOMIbIOTEpa, aAMUHUCTPATOPOM HH(OPMALIMOHHON

0€30I1acCHOCTH JIOJKHA OBITh BBINOJIHEHA aHTHBHpYCcHas nposepka UCIT/H.

Ha xoMIBIOTEpHI IOJB30BATENIEH 3alpPElaeTcss YCTaHOBKA IIPOrPaMMHOIO
oOecrnievyeHus, He CBSI3aHHOTO C BBIMOJIHEHHEM (DYHKIUH, IPEAYCMOTPEHHBIX TEXHOJIOTUYECKUM

nporeccoM 00paboTKU HHPOPMALIUY;

IIpy BO3HMKHOBEHMM IIOJO3PEHUS HAa HAIUYHME KOMIIBIOTEPHOIO BHpYyca
(HetunuyHasi paboTa mporpamm, MosiBIeHUE rpadUUEcKuX U 3BYKOBBIX 3(PPEKTOB, NCKAKEHUM
JAHHBIX, MponajaHue ¢ainoB, YacToe MOSIBIEHUE COOOIIEHUH O CUCTEMHBIX OIIMOKax M T.II.)
[OJIb30BaTENb CaMOCTOSATENILHO (MJIM BMECTe C aIMHHHCTPATOpPOM HH(POPMALMOHHOM

0€30MacHOCTH) JOJHKEH ITPOBECTU BHEOUEPETHOM aHTUBUPYCHBIM KOHTPOJIb KOMITBIOTEPA.

B cnyyae oOHapyXkeHHMs Npu MPOBEACHUU AHTHBUPYCHOW TPOBEPKH 3apa’KeHHBIX

KOMITbIOTEPHBIMH BUpYCaMH (hailIoB MOJIb30BATENb 00A3AH.
— pHOCTaHOBUTH 00paboTky naHHbIx B UCII/H;

— HEMCIJICHHO IIOCTaBUTb B HU3BCCTHOCTH O q)aKTe O6H3.py>KCHI/ISI 3apaXCHHBIX BHUPYCOM
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¢aitnoB aaMHUHUCTpaTOpa HMHPOPMALMOHHOW OE30MAaCHOCTH, a TaKKE CMEXKHBIC

MOJIpa3/IeJIeHNs, UCIIONB3YIONIUe 3TH (aiiisl B paboTe;

— COBMECTHO C BIAJIeTblIeM 3apake€HHBIX BHUpycoM (hailloB IPOBECTH aHAIHU3

BO3MOXXHOCTH, ILEUIBHCI;'IH_IGFO X UCIIOJIb30BAaHUA,

— MPOBECTH JICUCHHE WM YHUUTOXKEHUE 3apakeHHBIX (paiiiioB.

OTBETCTBEHHOCTh 3a OpraHu3aluio aHTuBUpycHoro koutpons B MCII[n B
COOTBETCTBUU ¢ TpeOoBaHUsAMHU Hacrosmiero [lomoxkeHusi Bo3naraercs Ha aJIMHUHUCTPATOpa

nH(pOpMaIMOHHOM 0€301MacHOCTH;

OTBETCTBEHHOCTh 3a IPOBEICHUE MEPONPUATUN AHTUBUPYCHOM 3alUTHl B
koHkperHo MCII[IH m cobmonenue TpeOoBaHUil HacTosmiero IlonoskeHus Bo3laraercst Ha

aJIMUHHCTpaTOpa MHPOPMAIIMOHHOM 0e30macHOCTH U Bcex noib3oBarenei qannoi UCIT/Ix.

7. IlpaBWia napoJibHOM 3alUThI

,Z[aHHI)Ie mpaBujia perilaMCHTUPYIOT OPraHU3alMOHHO-TCXHUYCCKUEC MCPOIIPUATHA
110 00eCreueHnI0 IPOLECCOB T'eHepallk, CMEHbI U NpekpalieHus aeiicteus napoiseit B UCII/IH,

a TaKKe KOHTPOJIb IeUCTBUI MOIb30BaTeNel IpU paboTe ¢ MapoIsIMH.

OpraHM3anOHHOE W TEXHHYECKOE OOECIeYeHHe TPOIECCOB T'€HEpalluHy,
WCIIOJIb30BaHUsI, CMEHBI U TIpEeKpalieHus: AercTBusl nmaposieit Bo Bcex noacucremax WCIIH u
KOHTPOJIb IEHCTBUI TONB30BaTENel MpH pabdoTe ¢ MapoJIsIMH BO3JIaraeTcs Ha aJMUHHUCTpaTopa

MH(}OPMaLlMOHHON OE30MaCHOCTH.

[Tpu noctyne noab30BaTeNsl B CUCTEMY JIOJIKHA OCYILECTBIATHCS UACHTUDUKAIIMS
U TpOBEpKa MOAJMHHOCTU IO HAEHTHU(PUKATOPY M MApoJI0, a TaKKe C HCHOJIb30BAHHUEM

AIIEKTPOHHBIX UJIEHTU(PUKATOPOB.

JImunbie Mapojan JOJIKHBI TCHEPUPOBATHECA M paCIPCACIIATHCA HCHTPAIM30BAHHO

0o BLI6I/IpaTLC$I IMMOJIB30BATCIIAMHU CaMOCTOATECIIBHO € YUCTOM CJICAYIOIIUX Tpe6OBaHI/II712
- MapOJib JOJIZKCH OBITh JJIMHOM HEe MEHee IIECTH 6YKB6HHO'I_II/I(1)pOBBIX CHMMBOJIOB;,

- CUMBO/JIBI Haponeﬁ JJIA pa60‘{I/IX CTaHHHﬁ, Ha KOTOPBIX YCTAHOBJICHO CpPCIACTBO
3alllUThI I/IH(I)OpMaI_II/II/I OT HCCAHKIIUOHUPOBAHHOI'O HOCTYyIId, AOJIUKHBI BBOIUTHCA B PCIKUMC

JIaTUHCKOM PaCKIIaIKu KIIaBUATYPbI;

- Mapoiib HE JOJDKEH BKIIOYATh B ce0sl JIETKO BBIYUCISEMBIE COYETAaHUS CHMBOJIOB
(umeHna, dhamunum, HaumeHoBaHUsT APM u T.71.), a Takxke oOmenpuHsAThie cokpaimienus (OBM,
JIBC, USER u 1.11.);

- IIpU CMCHEC TapOJisi HOBOC 3HAUCHUC NOJDKHO OTIIMYATHCA OT MMPCABIAYIINX
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- IIOJIb30BATEIh HE UMEET MpaBa cOOOIATh JTUYHBINA MapOoJIb APYTUM JIULAM.

Ilonnas 1TaHoBas cMeHa naponeﬁ IOJIL30BaTeIICH J0JDKHa IMPOBOJHUTLCA

PErYJISIPHO, HE PEXKE OJTHOTO pa3a B TCUCHUE 3 MECSIICB.

Vnanenue yuyerHoi 3anucu noiws3oBatens MCIIIH B ciiyyae mpekpalieHus ero
MOJIHOMOYM (YyBOJBbHEHHE, MEPEeXo] Ha APYryio paboTy BHYTPU YUPEKIEHHUS U T.I.) JOJDKHA
MIPOU3BOJUTHCS  AIMUHUCTPATOPOM HH(POPMAIMOHHON O€30MaCHOCTH HEMEIJICHHO IOCIIe
OKOHYAHUS TIOCJEIHEro ceaHca pabOThl JAHHOTO TMOJb30BaTENd C CHCTEMOH, Ha OCHOBAaHUU

YKa3aHuA PyYKOBOAUTCIIA WK HAYaJIbHHUKA OTACIAa KaAPOB.

BHertanoBass 1mosiHas CMEHa  IAapoJiell  BCEX  IOJBb30BATENEd  JTOJKHA
MIPOU3BOJUTHCS B Cilydae MpeKpanieHus MoTHOMOUNH (YBOJIbHEHHE, IEPEX0] Ha APYryI0 paboTy
BHYTPH YYPEXKACHHUS U Jpyrue OOCTOSATENbCTBA) aJMUHUCTpATOpa HWHGOPMALMOHHON

0€30I1aCHOCTH.

B CJIydac KOMIIpOMETAIUH JIMYHOI'O IIapOJIsd IMOJIb30BATCIIA I/ICHILH JOJIZKHBI

OBITh HEMCIJICHHO IMPCANIPUHATLI MCPBI 110 K3MCHCHUIO €TI0 IIAPOJIA.

Kontponb pgeicTBuii monbp3oBarenell mpu paboTe C MapoyiiMH, COOJIOJICHUE
Hopsiika WX CMEHBI, XPaHEHHS M UCIOJIBb30BaHUS BO3JIAaraeTCsl Ha aJMHUHUCTpPATOpa

nH(pOpMaIMOHHOM 0€30MMacCHOCTH.

8. IIpaBuya 00HOBJIEHHS 00IIECHCTEMHOI0 M MPUKJIATHOTO MPOrPAMMHOI0
o0ecneueHus, Texunueckoro oocay;xxkuBanusa UCIIIn

Hacrosinue npaBumia periiaMeHTUPYIOT obecrieueHne 6e30macHOCTH HHPOPMaIUK
MIPU TPOBEACHUH OOHOBIICHHUS, MOAU(PHUKAIIUU OOLIECHCTEMHOTO U MPUKIAJAHOTO MPOTPAMMHOTO
06CCHC‘~IGHI/I$I, TEXHHUYCCKOI'O 06CJ'IY)KI/IBaHI/I$[ U TIpU BO3HUKHOBCHUHW HCUITATHBIX CI/ITyaHI/If/'I B

pabote UCII/n.

[IpaBo Ha ycTaHOBKY, OOHOBIEHME U MOAM(DUKALKIO OOIIECUCTEMHOIO U
NPUKIAJIHOrO mIporpaMMHoro obOecnedenuss komnetorepoB MCII[IH  mpenocraBnsercs
cucreMHomy anmuuuctpatopy UCII[IH u agMuHucTpaTopy MHPOPMAIMOHHON O€30MacHOCTH

VCTI/Tn.

[IpaBo BHeceHHs W3MEHEHHH B KOH(QUIYypalMiO anmnapaTHO-MPOTrPaMMHBIX
CPEICTB  3alUThl MHGOPMAIMU  IPEJOCTABISAETCS CHUCTEMHOMY aIMUHUCTPATOpy IO
COIJIACOBAHUIO €  @JMUHHUCTpATopoM  HH(popMamuoHHOW  Oe3omacHocTH.  M3MeHeHHe

KOH(uUrypauuu anmnapatio-nporpammubsix cpeacts UCIIJIH qpyrum nunam 3anpeuseno.

13



3adBKy Ha BHECEHHME H3MEHEHHH B KOH(HUIypalMIO ammnapaTHO-IPOrpaMMHBIX
cpeacTB 3amuiieHHbIx padounx mect WCII/IH, paccMaTpuBaeT pyKOBOIUTENb, BU3UPYET ee,
yTBEp)KJasi TEM CaMbIM IIPOU3BOACTBEHHYIO HEOOXOAMMOCTb IPOBEACHUS YKa3aHHbBIX B 3asBKE

U3MEHEHUH.

[Tocne 4ero 3asiBKa mepenaercs aAMHHUCTPATOPY HH(POPMAMOHHON 0E30IIaCHOCTH IS
HETIOCPECTBEHHOTO HCIIONHEHUS pPa0dOT 10 BHECEHUIO HW3MEHEHWH B KOH(HTyparuro

KOMIIBIOTEPA, YKa3aHHOI'O B 3asBKC.

VYcranoBka wim oOHoBieHue mnoacucteM MCIIJIH MOMKHBI TPOBOAMTHCS B
CTPOTrOM COOTBETCTBUH C TE€XHOJIOTHEH MPOBEACHUS MOJU(PUKALMNA IPOrPAMMHBIX KOMILIEKCOB

JaHHBIX ITOACHUCTEM.

VYcranoBka u o6Hoienue [10 (cucteMHOT0, NPUKIAAHOIO, TECTOBOTO U T.II.) Ha
KOMITBIOTEpAaX MPOM3BOAMUTCS TOJNBKO C OPUTMHAJIBHBIX JIMIEH3MOHHBIX JHCTPUOYTHBHBIX

HOCHUTEJICH (TUCKET, KOMITAKT JMCKOB U T.I1.).

Bce I[O6aBJI$IeMI)I€ MNporpaMMHBIC W alIapaTHbIC KOMIIOHCHTBI JOJI?KHBI OBITE

MMpCABApUTCIIbHO IIPOBCPCHLI HA pa6OTOCHOCO6HOCTL, a TaKKC OTCYTCTBUC OITaCHBIX (bYHKI_II/Iﬁ

[Tocne ycranoBku (o6HOBieHus1) IIO, agmuHHCTpaTOp HHPOPMAITMOHHOMN
0C30MMacCHOCTH JIOJDKEH TPOM3BECTH TpeOyeMble HACTPOWKHU CPEICTB YIPABICHHS TOCTYIIOM K
KOMIIOHEHTaM KOMIIbIOTEpa M MpoBepuTh padorocnocoOHocTh [IO U MpaBMIBHOCTH HUX

HaCTPOMKH.

[Tpy BO3HMKHOBEHUH CUTyallui, TPeOYIOIUX Meperadl TEXHUYECKUX CPEJCTB B
CEpBUCHBIN LIEHTP C IEJIbI0 PEMOHTA, aAMUHUCTPATOP HH(OPMAIIMOHHON 0€30MacHOCTH 00s3aH
OPENpUHATh HEOOXOJMMbIE Mephbl JUIsl 3aTHUpaHUs 3allMIaeMoll HMHQOpMaluu, KoTopas

XpaHWJIaCb HA JUCKAX KOMIIBIOTEpA.

9. Tlopsiaok KOHTPOJIsI 06ecnieyenus 3amuThHl uHGopmanuu B UCIIH u
NPUOCTAHOBKHM npenocrapjieHus I1/In B ciyuyae oOHapy:xeHHsI HApy LIEHUil
NMOPSAKA UX NMPeI0CTABICHUSA

Konrpons 3ammursl nHpopmanuu B MCII/IH - KOMIUIEKC OpraHM3allMOHHBIX U
TEXHUUYECKUX MEPOIpPHUATHI, KOTOpblE OpPraHU3YyIOTCS U  OCYIIECTBISIOTCA B HLENSIX
NpEeNyNpexaeHus W TPEeceYeHHs] BO3MOXKHOCTHU IMOJIyY€HUS TOCTOPOHHUMH  JIMLAMU
OXPaHSEMBIX CBEJCHUH, BBISBICHUS U MPEIOTBPAIICHUS YTEUKU MH(DOPMAIIUHN MO0 TEXHUYECKUM
KaHajaM, MCKJIIOUEHUS! WM CYIIECTBEHHOI'O 3aTpYAHEHMsI HECAaHKIIMOHMPOBAHHOTO JOCTyMa K

uH(pOpMallMY, XHUILIEHUS TEXHUYECKUX CPEJICTB W HOCUTeNed MH(OpMaluu, MperloTBpaLIECHUS]
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CIEIUATbHBIX  NPOTPAMMHO-TEXHWYECKHX  BO3JCHCTBHUI,  BBI3BIBAIOIIMX  HapyLICHHUE
XapakTEepUCTHK  0e30MmacHOCTH  MHPOpPMAUUMU  WIM  pabOTOCHOCOOHOCTH  CHUCTEM

nH(pOpPMaTHU3ALINH.
OCHOBHBIMU 33JJa4aMU KOHTPOJISI SIBJISFOTCSL:

— TpoBepKa OpPraHW3allud BBITOJHEHUS MEPONPUATHHA 1O 3amuTte uHpopMmanuu B ['AY3
«Opranuzanus», ydera TpeOOBaHUN MO 3amuTe HHPOpMAUU B pa3pabaTbIBaeMbIX

IJTAHOBBIX U PACIOPSAIUTENbHBIX JOKYMEHTAX;
— BBIABJICHHUE JIEMACKUPYIOITUX Mpru3HaKoB 00bekToB MCII/IH;

— YyTOYHEHHE 30H HepexBaTa oOpabaTbiBaeMOW Ha 00BEKTax HH(POPMAIMH, BO3MOKHBIX
KaHaJIOB YTeUKH MH(OpMAaLMK, HECAHKIIMOHUPOBAHHOT'O JOCTYIAa K HEH M MPOrpaMMHO-

TEXHUYCCKHUX BO3,Z[CI>1CTBPII>1 Ha I/IH(bOpMaI_[I/IIO;

— TMpOBEpKa BHIMOJIIHEHHUSI YCTAHOBJICHHBIX HOPM M TpeOOBaHUH 10 3amuTe HHHOpMaLUU OT
yT€YKH 1O TEXHHYECKMM KaHajlaM, OIIeHKa JOCTaTOYHOCTHU U 3(h(HEKTUBHOCTH
MEPOIPUATHIA 10 3a1uTe HHHOPMAIUY;

— nmpoBepka BbinonHeHus TpedoBanuii mo 3amurte WMCII[IH oT HecaHKIHOHHUPOBAHHOTO
JIOCTYTIa;

— TMpOoBepKa BBHIMOJIHEHHS TPeOOBAaHUI MO AHTUBHUPYCHOM 3alllUTE aBTOMATHU3WPOBAHHBIX

CUCTCM U aBTOMATH3UPOBAHHbIX pa60‘lI/IX MCCT,

— IIPOBCPKa 3HAHUM II0JIb30OBaTejell IO BOIIpOCaM  3alllUThI I/IH(i)OpMaI_II/II/I n Hux

COOTBCTCTBUA Tpe6OBaHI/I${M YPOBHA MOATOTOBKU HJIsI KOHKPETHOT'O pa6oqero MECTa,

— OIEepaTUBHOE MPHUHIATHE MEpP MO MPECEUCHUIO HAPYIIEHUH TpeOOBaHUM (HOPM) 3alUThI

uHpopmanuu B UCII/IH;
— pa3paboTKa NpeAsIoKEHUH M0 yCTpaHeHHIo (0cIalbIeHNI0) AeMacKUPYIOIIUX MPU3HAKOB

U TCXHUYCCKUX KAHAJIOB YTCUKH I/IH(l)OpMaI_II/II/I.

KonTpons 3amuTel nHGOpMauu NPOBOJUTCS C YYETOM pEabHBIX YCIOBUHM IO
BCEM (PU3MUECKUM IOJISIM, 110 KOTOPHIM BO3MOXKEH MepexBaT MH(POPMALUH, HUPKYJIUPYIOLIeH B
NUCII[AH, u ocymecTBiseTcs MO OOBEKTOBOMY NPHUHIMUIY, HOpU KOTOPOM Ha O0OBEKTe
OJIHOBPEMEHHO TPOBEPSIIOTCSI BCE BOIPOCHI 3alIMTH HHPopMaiuu. [lepeyeHb KaHAIOB YyTEUYKH

YCTaHABIIMBAETCSI B COOTBETCTBUH C MOJIEIIBIO YTPO3.
B xone xoHTpoIIs MpOBEpAOTCA:

- COOTBCTCTBUC TNPHUHATBIX MCP IO oOecneueHUI0 0E30IMacHOCTH NEPCOHATIBHBIX

JaHHBIX;

- CBOCBPCMCHHOCTb W TIOJIHOTA BBITTIOJHCHUS Tpe60BaHHﬁ Hactosmero Ilomoxenus u

JAPYruxX pyKOBOISIMIMX JOKYMEHTOB I10 3aIIATE IIEPCOHATIBHBIX JTAHHBIX,
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- 3¢(eKTUBHOCTh NPUMEHEHHUS] OPraHU3ALMOHHBIX M TEXHHUYECKUX MEPONPUATHH MO

3anyTe HHPOpPMaLny;
- yCTpaHEHHUE paHee BBIABICHHBIX HEJOCTATKOB.

Kpome Toro, mpoBoasTcs HEOOXOIMMBbIE U3MEPEHUS M PACUEThI, NPUITIAIICHHBIMU JUIs
ITUX LeJied clienuanucTaMu OpraHu3alud, UMerlel coorercTByronue auneHsun @CTOK

Poccun.

OCHOBHBIMU BHJIaMU TEXHUYECKOTO KOHTPOJIS SIBJISIFOTCS BU3YaJbHO-ONITUYECKUN
KOHTpPOJIb, KOHTPOJb 3()PEKTUBHOCTH 3amUTHl WHGOPMAIMKA OT YTCUKH IO TEXHUYCCKUM
KaHaJlaM, KOHTPOJIb HECAaHKIIMOHMPOBAHHOTO JOCTyHna K WHPOPMALUU H TPOTPAMMHO-

TEXHUYECKUX BO3JICHCTBUIM HAa HH(POPMAIIHIO.

[TonydyeHHble B XOA€ BEIACHUS KOHTPOJS pe3yiabTaThl 00paldaThIBAIOTCS |
AHAJTM3UPYIOTCS B LEJIAX ONpPENeNeHUsl JOCTaTOYHOCTH U 3((HEKTUBHOCTU MPEIINMCAHHBIX Mep
3alMThl MH(GOpPMaLUU U BbIsBIEHUS HapywmeHuid. [Ipu oOHapyxeHMHM HapylleHUil HOpM U
TpeOoBaHMI TO 3ammrTe WHPOPMANMK AJAMUHUCTPATOp HH(OPMAIMOHHONW 0e30MacHOCTH
JIOKJIA/IbIBACT PYKOBOJIUTENIO [UIl MPHHATUS UMM pEIIEHUs O MpeKpalleHuu oO0paboTKu
UHGOPMALUUM U TPOBEJCHHUS] COOTBETCTBYIOIIMX OPraHU3alMOHHBIX U TEXHUYECKUX Mep IO
YCTpaHEHUIO HapymieHus. Pe3ynpTaTel KOHTPOIIS 3aliThl HHPOpMAIUU O(POPMIISIOTCS aKTaMH

1100 B COOTBCTCTBYIOIHUX XKXYpHAJIAX Y4C€Ta PE3YyJIbTATOB KOHTPOJIA.

HeBbinonHeHue mnpennucaHHblXx Meponpustuid no 3ammre [1/IH, cuuTaercs
MPEINOChUIKON K yTeuke nHpopManuu (najnee - npeanochiika). [lo kaxaon mpennocsuike ass
BBISICHEHUs] OOCTOATENBCTB M TPUYMH HEBBINOJIHEHUS YCTAHOBIIEHHBIX TpeOOBaHMM 1O
yKa3aHUIO PYKOBOJUTENS WM OTBETCTBEHHOIO 3a 3alllUTy HHGOpMAIMMU MPOBOJUTCS
paccinenoBanue. Jlyii NMpoBeNEHMs pacClIeOBaHUS HA3HA4aeTCs KOMHCCHUS C IPHUBICYEHUEM
aJIMUHUCTpaToOpa nHpopManMoHHOI Oe3onacHocTu. Komuccus o0si3aHa yCTaHOBUTH, UMENA JIN
MECTO yTeuKa CBEJCHHI, 1 OOCTOATENbCTBA €l COMYTCTBYIOIME, YCTAHOBUTD JIUL], BUHOBHBIX B
HapyIICHUH MPEANHUCaHHBIX MEPONPUSTUN MO 3aliuTe MH(GOPMALMU, YCTAHOBUTH NMPUYUHBI U
YCIIOBHS, CIIOCOOCTBOBABILME HApYIIEHHIO, M BbIpabOTaTh PEKOMEHIALNU 10 UX YCTPAaHEHHUIO.
ITocne oxoH4aHUA paccie0BaHUs PYKOBOJUTENb IPUHUMAET PEIICHNE O HAKa3aHUU BUHOBHBIX

JIAI 1 H€O6XOI[I/IMI>IX MCPONPUATHAX 110 YCTPAHCHHUIO HEAJOCTATKOB.

Benenne KOHTPOJIA 3allUThI I/IH(I)OpMaI_II/II/I OCYHICCTBIIACTCA IIYTEM HNPOBCACHUSA
NEpUOANYCCKUX, IIJIAHOBBIX W BHC3AIIHBIX IIPOBCPOK 00BEKTOB 3alllUThI. HCpI/IOI[I/I‘-ICCKI/IC,
IIJIAHOBBIC M BHE3AIIHBIC IMPOBEPKU 00BEKTOB OopraHu3alv IMMPOBOAATCA, KaK IMPAaBUIIO, CUJIaMH
aIMUHHUCTpATOpa I/IH(I)OpMaL[I/IOHHOfI 663OHaCHOCTI/I, B COOTBCTCTBUU C YTBCPIKIACHHBLIM IIJIAHOM

HJINU 110 COTJIACOBAHUIO C PYKOBOAUTCIICM.
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Onnoit u3 QopM KOHTpOJIS 3amuThl HHGOPMAIMHU SBISETCS OOCIEeIOBaHHE
o0wexktoB MCII/IH. OHO pOBOAMTCS HE PEke OIHOTO paza B roj pabodeil rpymnmnol B cOCTaBe
aJIMUHHCTpaTOpa MHPOPMAIIMOHHOM 0€3011aCHOCTH, OTBETCTBEHHOT'O 33 SKCILIyaTaluio 00bEKTa.
s oocnenoBanust UCIIIH MokeT mpuBiIeKaTbCs opraHu3aius, umeromas jumneHsno @CTIOK

Poccun Ha nesTeabHOCTh 0 TEXHUYECKOH 3a1uTe HHPOpPMAaLnu.

O6cnenoBanue MCII/IH mpoBOAUTCS C IENIBIO OMPEIEICHUS COOTBETCTBUS ITOMEIICHUH,
TEXHUYECKUX U MTPOTPaAaMMHBIX CPEJICTB TPEOOBAHMAM 10 3alUTe HH(POPMAIIUHU, YCTAaHOBICHHBIM

B «ATTecTaTe COOTBETCTBHSI» U(HIIN) TPEOOBAHUSM MO OE€30ITaCHOCTH.

B Xoac OGCJ'IGI[OBaHI/I?I IMPOBCPACTCA:

- COOTBETCTBUE TEKYUIMX YCIOBUH (DYHKIIMOHMPOBAHUA 0OCIeIyeMoro oObeKTa

NCTI/IH ycinoBUsIM, CIOKUBLUIMMCSI HA MOMEHT ITPOBEPKH;

- coOMro/IeHNe OpPTaHU3aIMOHHO-TEXHUYECKUX TPeOOBaHMWN ITOMEIIEHHUH, B KOTOPBIX

pacnionaraercs UCIdH;

- COXpaHHOCTh TeYaTeil, MIoMO Ha TEXHUYECKUX CPEACTBAX Iepenayd u 00paboTKU
uH(poOpMallMy, a TaKKe Ha YCTPOMCTBAX MX 3allIMTHl, OTCYTCTBHE MOBPEXKIECHUN 3KpaHOB

KOPITYCOB ammapaTtypbl, 000J104eK Kabesel U UX COCTMHEHUN C ITMHAMU 3a3E€MJICHNUS;

- COOTBETCTBUE BHIMONHAEMBIX Ha o00bekTe WCII[H wMeponpustuii 1o 3ammre

I/IH(l)OpMaLII/II/I JaHHBIM, U3JIOKCHHBIM B HACTOAILIEM ITI0JIOKCHUHU,

- BBITIOJIHEHUE  TpeOOBaHMWA MO  3amUTe  HMHPOPMAIMOHHBIX  CHUCTEM  OT

HCCAHKIIMOHUPOBAHHOI'O JOCTYIIA,

- BBITIOJTHEHUE TPEOOBAaHMI 110 AaHTUBUPYCHOMU 3aIIUTE.

['ocynapcTBEHHBINH KOHTPOJIb COCTOSIHUS 3allUThl HH(POPMALIUU OCYILECTBIIACTCS
®enepalibHON CIyX OBl 110 TEXHUUECKOMY M AKCIOPTHOMY KOHTpoito Poccun u denepanbHoii
ciyx00it OezomacHocTu Poccun B paMkax MX HOJHOMOYHMM B COOTBETCTBHM C JEHCTBYIOIIUM
3akoHomarenbCcTBOM  Poccuiickoit  ®enepanuu.  JlocTynm  IpenCTaBUTENIEd — yKa3aHHBIX
(denepanbHbBIX OpraHOB HCIOJHUTENIBHON BJIACTH Ha OOBEKTHI AJI MPOBEACHMS MPOBEPKH, a
TaKkke K paboTaM M JOKyMEHTaM B 0ObeMe, HEOOXOIUMOM sl OCYIIECTBJIEHUS KOHTPOJI,
o0ecreynBaeTcsi B YCTAaHOBJIEHHOM MOpPsIKE MO MHPEIbSBIECHUH CIY)KEOHOIO YIOCTOBEPEHHUS

COTPYJHUKA, a TAK)KE JOKYMEHTAa YCTaHOBJIEHHOM (POpPMBI Ha MPaBO MPOBEACHUS TPOBEPKHU.

10. Iopsiok OXpaHbI M JOMYCKa NOCTOPOHHUX Jull B nomemenuss UCIIIn

B T'AY3 «Opranuzanus» O0DKHA OBITH TPEeIycMOTpeHa Qu3ndeckas OxpaHa

texHnuyeckux cpeacts MCIIJIn (ycTpoiicTB u HOcuTenel uH(OpMaIum), rnperycMaTprBaronias
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KOHTPOJIb AOCTYyIla B IIOMCHICHUA IMOCTOPOHHHUX JIMIL, HAJINYUC HAOCKHBIX HpCHHTCTBI/Iﬁ JUISA

HCCAHKIIMOHUPOBAHHOT'O MPOHUKHOBCHHA B IOMCHICHUA U XPAHUIUIIC HOCHUTEIICH I/IH(i)OpMaI_II/II/I.

B nmomemenusx JOJDKHa OBITh YCTaHOBJICHA OXpaHHasA MW IIOXKapHas

CHUTHAJIU3allMs.

Cepaeproe u koMmmyTanuonHoe obopynoanre MCIIIH T0IKHO HAXOAUTHCS IO
HAJCKHBIM 3aMKOM, B OTJEJIbHOM IOMEUICHUHM WM 3amuparomeMcs mkady, KoY J0KeH

XPaHUTBCA y aIMUHUCTpaTOpa HHPOPMAITMOHHOMN 0€30M1aCHOCTH.

BekpbiTHE W 3aKpbITME  [OMEIIEHUN  OCYLIECTBIIAETCS  COTPYAHHUKaMH,
paboTaronMu B JaHHBIX MomemieHusX. CIUCOK COTPYIHUKOB, MMEIOIIMX MPaBO BCKPHIBATH
(cmaBaTh MO/ OXpaHy) M ONeYaThIBaTh MOMEIIECHUS YTBEPKIAETCS PYKOBOAUTENEM U Tiepeaacres

Ha IOCT OXpaHbl.

[Ipy 3akpplTMM TOMEUNICHMM M chadyedl HX T[O0J OXpaHy COTPYIHUKH,
OTBETCTBEHHBIE 32 IIOMEILEHUS MTPOBEPSIIOT 3aKPHITHE OKOH, BBIKJIIOYAIOT OCBELICHUE, OBITOBBIE
puOOpbI, OPITEXHUKY U MPOBEPSIOT POTUBOIIOKAPHOE COCTOSIHUE TOMEIIECHHUS, @ TOKYMEHTHI U
HOCUTENU HH(pOpMAIMM Ha KOTOPBIX COAEPXKATCS IEpPCOHAIbHBbIE JaHHbIC, YOUpPAIOTCS VIS

XpaHEHUs B 3alUPaeMblii SIIUK CTOJA WK cel(.

[Ipu oOHapyXeHMM TOBPEXKJIEHUS 3aMKOB, JABEpEed WM HalIMuus JPYrux
IIPU3HAKOB, YKa3bIBAIOIIMX HAa BO3MOXKHOE IIPOHUKHOBEHUE B IIOMELIEHUE IIOCTOPOHHUX JIULL,
IIOMEILEHUE HE BCKPBIBAETCS, @ COCTABIISIETCA AKT, B IPUCYTCTBUU OXpaHHUKA. O IpouciecTBun

HEMEJIEHHO COO00IIAaeTCsl PYKOBOAUTENIO M(MJIM) OTBETCTBEHHOMY 3a 3aIUTY UH(QOPMAaIIHH.

HpI/I Cpa6aTBIBaHI/II/I OXpaHHOP'I CUTHaJIn3alliyi B CJ'Iy>KC6HBIX INOMCHICHHUAX B
Hepa6oqee BpEMsI OXpaHHUK COO6H.[8.€T 0 CJIYUMBIIEMCHd OTBCTCTBCHHOMY 3a IOMCIICHUC, WA
OTBCTCTBCHHOMY 3a 3alluTy I/IH(i)OpMaIII/II/I, WJIN PYKOBOAUTCIIIO, WX AAMHUHUCTPATOPY

UH(POPMALIMOHHOM 0€30MacHOCTH.

11. 3aka0YUTEIbHBIC MOJI0KEHUS

TpeboBanust Hacrosimiero IlomoskeHuss o0si3aTenbHBI Ui BCEX pPaOOTHUKOB,

00pabaThIBarOIIMX NEPCOHANIbHBIE TAaHHBIE.

Hapymenne TpeGoBanuii Hacrosimero Ilomokenust Bieder 3a  coOoi
JUCIUIUIMHAPHYIO,  TPaXkIaHCKO-TIPaBOBYIO, aIMUHHMCTPAaTUBHYIO  WJIU  YTOJOBHYIO

OTBETCTBEHHOCTh B COOTBETCTBUU C 3aKOHOJATEILCTBOM Poccuiickoi denepanuu.
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